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AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions and listings of claims in the application. 

Listing of Claims: 

Claim 1 (Currently Amended) A method comprising: 

storing state data update messages and corresponding acknowledgement messages in a 
standby control unit of a network device, wherein each of the state data update messages and the 

respective one of the acknowledgement messages includes a corresponding state change 

* 

identifier; and 

upon an occurrence of a failover event, selectively replaying state information to an 
interface component of the network device from the standby control unit based upon the state 
change identifiers of the stored state data update messages and acknowledgement messages A 
wherein selectively replaying state in formation comprises: 

identifying a standby process within the standby control unit containi n g current, 
state information that is not synchronized with state information of a corresponding client 
process within the interface component by; 

identifying a set of second state data update messages sto red bv the 
standby control unit that are not associated with c orresponding, acknowledgement 
messages; 

requesting retransmission of the acknowledgement messa ges by the 
interface component to identify acknowledgement messages lost as a res ult of the 
failover event: and 

identifying the standby process based on one or more of the set of sec ond 
state data update messages that remain unas sociated with corresponding 
acknowledgement messages after the requested re transmission: and 
transmitting current state infor m ation maintained bv the standby process to th e^ 
corres ponding client process within the interface component to re-synch ronize the state 
information of the client process and the state in formation of the standby process, 
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Claim 2 (Canceled). 

Claim 3 (Currently Amended) The method according to claim [[2J1L wherein the state 
data update messages, the acknowledgement messages, and the current state information 
transmitted by the standby process are transmitted using a unique virtual communication channel 
between the standby process and the corresponding client process. 

Claim 4 (Canceled). 

Claim 5 (Currently Amended) The method according to claim [[2]]L wherein each of the 
state data update messages and each of the acknowledgement messages comprise a cookie data 
field permitting the standby process to encode additional data used to reduce the current state 
information required to re-synchronize the state information of the client process. 

Claim 6 (Currently Amended) The method according to claim [[2]]L wherein the standby 
control unit maintains the current state information associated with the standby process following 
selected replay of state information. 

Claim 7 (Currently Amended) The method according to claim [[2]]J( , wherein the standby 
control unit comprises only one standby process. 

Claim 8 (Currently Amended) The method according to claim [[2]]L wherein the standby 
control unit comprises at least two standby processes. 
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Claim 9 (Currently Amended) A method comprising: 

communicating a first state data update message from a primary control unit to an 
interface component and a second state data update message to a standby control unit to update 
state information within the interface component and the standby control unit, the first and 
second state data update messages having a common unique operation identifier (ID); 

communicating an acknowledgement message from the interface component to the 
standby control unit to indicate the successful processing of the first state data update message, 
the acknowledgement message having the unique operation ID; 

upon receipt of both the second state data update message and the acknowledgement 
message, processing the second state data update message in the standby control unit; and 

upon an occurrence of a failover event, selectively replaying state information from the 
standby control unit to the interface component when the second state data update message was 
received without a corresponding acknowledgement message, wherein selectively replaying state 
information comprises: 

identifying a standbv process within the standby cont rol unit containing current 
state information that is not synchronized with a corresponding clien t process in the 
interface component using the second state data messa ge and the acknowledgement 
message stored within the pending message queue by: 

identifying any second state data update message within the pending 
message queue not possessing a corresponding ackno wledgement message; 

requesting retransmission of the acknowle dgement messages by the 
interface component to identify acknowledgement mess ages lost as a result of the 
failover event; and 

identif ying the standbv process based on on e or more of the second state 
data update messages that remain unassociated with corresponding 
acknowledgement messages after the reques ted retransmission; and 
transmitting current state information maintained hv the standbv process to the 
corresponding client process within the interface c omponent to re-synchronize the current, 
state information in the standbv process and the state information in the corresponding 
client process* 
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Claim 1 0 (Original) The method according to claim 9, wherein communicating an 
acknowledgement message comprises: 

communicating the acknowledgement message from the interface component to the 

primary control unit; and 

forwarding the acknowledgement message from the primary control unit to the standby 

control unit. 

Claim 1 1 (Original) The method according to claim 9, wherein communicating an 
acknowledgement message comprises communicating the acknowledgement message from the 
interface component directly to the standby control unit. 

Claim 12 (Currently Amended) The method according to claim 9, wherein the second state 
data update message contains state information for use in updating the^state information 
maintained within the standby control unit. 

Claim 13 (Original) The method according to claim 1 2, wherein the first state data update 
message contains at least a subset of the state information contained within the second state data 
update message. 

Claim 14 (Original) The method according to claim 9, wherein the standby control unit stores 
the second state data update message and the acknowledgement message in a pending message 
queue. 

Claim 15 (Canceled). 

Claim 1 6 (Currently Amended) The method according to claim [[1 5]]2> wherein each of the 
first state data update message, each of the second state data update message, each of the 
acknowledgement message, and current state information transmitted to re-synchronize state 
information of the client process are transmitted using a unique virtual communication channel 
between the standby process and the corresponding client process, 
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Claim 17 (Canceled). 



Claim 18 (Original) The method according to claim 9, wherein the first state data update 
message, the second state data update message, and the acknowledgement message comprise a 
cookie data field permitting the standby process to encode additional data used to minimize the 
current state information required to re-synchronize state information with the client process. 

Claim 1 9 (Original) The method according to claim 14, wherein older messages stored within 
the pending message queue are processed differently than newer messages stored within the 
pending message queue following the occurrence of the failover event to dynamically re- 
synchronize state information. 

Claim 20 (Original) The method according to claim 9, wherein the primary control unit, 
standby control unit, and interface component collectively perform the functions of a network 
data router. 

Claim 21 (Original) The method according to claim 9, wherein the standby control unit 
maintains the state information maintained within the standby process following selected replay 
of state information. 



-1- 



PAGE 9/19 * RCVD AT 11/30/2007 5:28:37 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-2/19 * DNIS:2738300 * CSID:6517351 102 ' DURATION (mm-ss):05-18 



11/30/2007 17:21 6517351102 



SHUMAKER & SIEFFRERT 



PAGE 10/19 



Application Number 10/807,823 

Amendment dated November 30, 2007 

Response to Office Action mailed September 7, 2007 

Claim 22 (Currently Amended) A system comprising-, 
a primary control unit that manages state information; 

a standby control unit [[for]]that assumes[[ing]J responsibility for managing the state 
information upon the occurrence of a failover event; and 
an interface e^mpnnont: component. 

wherein the primary control unit communicates changes to state information to both the 
standby control unit and the interface component using a state data updat c - mcssago; message, 
ttandj] 

wherein t he interface component transmits an acknowledgement message to the standby 
control unit via the primary control unit following the successful processing of the state data 
update roessage^and 

wherein the standby control unit further identifies state information within a standby 
process containing out-of-svnc state Infor mation bv requesting retransmission of the_ 
acknowledgment message in order to identity anv missing acknowl edgement messages lost when 
the failover event occurred . 

Claim 23 (Canceled), 

Claim 24 (Original) The system according to claim 22, wherein the interface component 
communicates the acknowledgement message from the interface component directly to the 
standby control unit. 

Claim 25 (Original) The system according to claim 22, wherein the state data update message 
includes a unique operation ID to permit the standby control unit to match the state data update 
message with a corresponding acknowledgement message. 

Claim 26 (Currently Amended) The system according to claim 22, wherein the standby 
control unit updates state information in the standby control unit using the state data update 
message following the receipt of a corresponding acknowledgement message. 
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Claim 27 (Original) The system according to claim 22, wherein the standby control unit stores 
the state data update message and the acknowledgement message within a pending message 
queue. 

Claim 28 (Original) The system according to claim 22, wherein the standby control unit 
assumes responsibility for maintenance of current state information following the failover event. 

Claim 29 (Currently Amended) The system according to claim 28, wherein the standby 
control unit identifies current state information within [[the]]a standby process not synchronized 
s. with state information in the interface component following the failover event using the state data 
update message and the acknowledgement message. 

Claim 30 (Canceled). 

Claim 31 (Currently Amended) The system according to claim [[30]]22, wherein the 
standby control unit selectively replaying state information to interface component for the 
standby process containing out-of-sync state information. 

Claim 32 (Original) The system according to claim 25, wherein the state data update message 
further contain a cookie data field permitting the standby process to encode additional data used 
to minimize the state information required to resynchronize the standby control unit and the 
interface component. 
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Claim 33 (Currently Amended) A system comprising: 

means for communicating a first state data update message from a primary control unit to 
an interface component and a second state data update message to a standby control unit, the first 
and second state data update messages having a unique operation ID; 

means for communicating an acknowledgement message from the interface component to 
the standby control unit to indicate the successful processing of the first state data update 
message, the acknowledgement message having the unique operation ID; 

means for processing the second state data update message upon receipt of both the 
second state data update message and the acknowledgement message having identical unique 
operation ID; and 

means for selectively replaying state information to the interface component when the 
second state data update message was received without a corresponding acknowledgement 
message upon an occurrence of a failovcr event, the means for selectively replaying the state 
information data comprising: 

(a.1 means for identifying the standby process within the stand by control unit containing 
current state information not synchronized with state infor mation in the interface component. 
using the state data update message stored with in the pending message queue, the means for. 
identifying the standby process comprising: 

f il means for identifying anv second state data update messages within the pending 
message queue not possessing a correspondin g acknowledgement message; 

(irt means for requesting retransm i ssion of the acknowledgement messages by the 
int^rfer.* component to identify acknowled g e m en t me ssages lost as a result of the failover event; 
and 

fuft means for identifying the st »nnhv process based on one or more of the set of second 
giatn H»ta nndate message that remain u nassociatcd with corresponding acknowledgement 
messages after the requ ested retransmission: 

(h^ means for in armin g the sfr ndhv nrocess of the out-of-sync condition; and 
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^ ) m^ns fnr transmitting current state information data from by the standby process to a 
corres ponding client process within the int e rface component to re-synchronize the state 
information in the interface component J f ;11 

wherein the standby control unit stores the second state data update message and the 
acknowledgement message in a pending message queue. 



Claim 34 (Canceled). 
Claim 35 (Canceled). 

Claim 36 (Currently Amended) The system according to claim [[35]]33, wherein the first 
state data update message, the second state data update message, and the acknowledgement 
message comprise a cookie data field permitting control unit standby process to encode 
additional data used to reduce the state information required to re-synchronize state information 
in the standby control unit with state information in the interface component. 
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Claim 37 (Currently Amended) A computer-readable medium comprising encoded 
instructions for causing a standby control unit to: 

receive an acknowledgement message received from an interface component forwarded 
by a primary control unit to the standby control unit to indicate the successful processing of a 
first state data update message received by the interface component from the primary control 
unit, the first state data update message and the acknowledgement message having the common 
unique operation ID; 

receive a second state data update message to the standby control unit, the second state 
data update message having a unique operation ID; 

process the second state data update message within the standby control unit to update 
current state information upon receipt of both the second state data update message and the 
acknowledgement message; and 

selectively replay the current state information data to the interface component when the 
second state data update message was received without a corresponding acknowledgement 
message upon an occurrence of a failover event; 

identify a standby process containing current state information not sy nchronized with 
state information in the interface component bv ffl identifying the second state data upda te 
message within the pending message Queue not possessing a cor responding acknow ledgemen t, 
message, (ii) requesting retransmission of the acknowledgeme nt message to identify any missing 
acknowledgement messages lost as a result of the failover e vent, and (m) identifying 
unacknowledged second state d ata update messages as corresponding to the client process, 
containing out-of-svnc state information: and 

transmit the current state information maintained bv the standby process to, a, 
corresponding client process within the in terface component to re-synchronized the state, 
information . 

Claim 38 (Original) The computer readable medium according to claim 37, wherein the second 
state data update message and the acknowledgement message are stored in a pending message 
queue, 
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Claim 39 (Canceled). 

Claim 40 (Currently Amended) The computer-readable medium according to claim 
[[39]]37 ? wherein the second state data update message and the acknowledgement message are 
transmitted using a unique virtual communication channel between the standby process and the 
corresponding client process. 

Claim 41 (Cancelled). 

Claim 42 (Currently Amended) The computer-readable medium according to claim 
[[39]]37, wherein the first state data update message, the second state data update message, and 
the acknowledgement message comprise a cookie data field permitting the primary control unit 
to encode additional data used to reduce the current state information required to re-synchronize 
state information between the standby control unit and the interface component following the 
failover event. 

Claim 43 (Currently Amended) The computer-readable medium according to claim [[39]] 
37, wherein the pluralifry -«e £ standby control unit and the interface component collectively 
perform functions of a network data router when the standby control unit assumes responsibility 
for maintaining the current state information following the selected replay of state information. 
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Claim 44 (New) A system comprising: 

a primary control means for managing state information; 

a standby control means for assuming responsibility for managing the state information 
upon the occurrence of a faibver event; and 
an interface component means, 

wherein the primary control means is further for communicating changes to state 
information to both the standby control means and the interface component means using a state 
data update message, 

wherein the interface component means is further for transmitting an acknowledgement 
message to the standby control means via the primary control means following the successful 
processing of the state data update message, and 

wherein the standby control means further identifies state information within a standby 
process containing out-of-sync state information by requesting retransmission of the 
acknowledgment message in order to identity any missing acknowledgement messages lost when 
the failover event occurred. 

Claim 45 (New) A method comprising: 

managing state information with a primary control unit of a network device; 

communicating, with the primary control unit, changes to state information to both a 
standby control unit of the network device and an interface component of the network device 
using a state data update message; 

transmitting with the interface component, an acknowledgement message to the standby 
control unit via the primary control unit following the successful processing of the state data 
update message; and 

upon an occurrence of a failover event, managing the state information with the standby 
control unit to identifying, with the standby control unit, state information within a standby 
process containing out-of-sync state information by requesting retransmission of the 
acknowledgment message in order to identity any missing acknowledgement messages lost when 
the failover event occurred. 
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